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This FAQ is provided for informational purposes only and does not constitute legal, technical, or other 

professional advice or a binding commitment of any kind. SAP makes no representations or warranties, 

express or implied, regarding the accuracy, completeness, or continued applicability of the information 

contained herein. It does not amend, supplement, or form part of any contract or agreement with SAP. In the 

event of any inconsistency or conflict between this FAQ and the applicable customer, partner, or other 

agreement governing use of SAP APIs, the terms of the applicable agreement and the associated product 

documentation shall prevail.  



1. WHAT IS THE API POLICY?   

The API Policy, which is part of the Documentation and available within the SAP Help 
Portal, provides a harmonized framework that helps ensure APIs are used as intended, 
protect platform stability and security, prevent misuse, and support scalable innovation as 
agentic automation and AI usage increase. In detail: It describes how APIs are used 
across the SAP portfolio. It forms part of the documentation for all SAP Cloud Solutions 
and the on-premise product portfolio, including S/4HANA Private Cloud (RISE) and all line-
of-business solutions.  
The policy addresses four objectives: 

• Ensuring APIs are used as intended and in line with the Documentation; 
• Protecting platform stability and security; 
• Preventing misuse; and  
• Supporting scalable innovation, particularly as automation and AI-driven usage 

increase  
The API Policy is aimed at providing a framework that clarifies and details out technically 
what has been there before, ensuring APIs are used as intended and in line with the 
documentation while SAP systems remain secure and reliable under growing automated 
consumption patterns. Rate limits, throttling, and API governance are standard practice 
across the enterprise software industry. SAP has enforced product-specific controls for 
years in solutions including SAP SuccessFactors, SAP Ariba, and SAP LeanIX. The API 
Policy unifies these existing controls into a single cross-portfolio framework.   
The policy does not change contractual license grants, functional entitlements, or licenses. 
SAP's enforcement approach prioritizes monitoring and dialogue over penalties. 

2. DOES THE API POLICY CHANGE CUSTOMER ENTITLEMENTS? 

The API Policy does not change contractual license grants, functional entitlements or 
licenses. APIs remain available as documented, subject to applicable limits and controls 
designed to protect platform stability and intended access. 

3. IS SAP “RESTRICTING” CUSTOMER ACCESS TO PUBLIC APIS?   

No. SAP is standardizing and improving protections.  

4. IS THE API POLICY APPLICABLE ONLY TO CUSTOMERS?   

The API Policy applies to any party who has licensed an SAP application and who is 
therefore authorized to use SAP APIs including. It also applies to SAP partner applications 
(including SAP Solution Extensions), a party may license from SAP or an authorized SAP 
distributor. Additional partner-specific terms or program requirements may also apply 
depending on the relationship and solution.    

5. HOW DOES THE API POLICY ALIGN WITH LEGAL OBLIGATIONS?   

The API Policy does not limit SAP’s obligations to provide any data export or other data 
egress capabilities that may be expressly required by law, including obligations related to 
data portability, switching, or legal record retention. 

https://help.sap.com/docs/successfactors-platform/sap-successfactors-api-reference-guide-odata-v2/throttling-limits-for-learning-odata-apis
https://help.sap.com/docs/ariba-apis/help-for-sap-ariba-developer-portal/tracking-your-api-usage-to-avoid-exceeding-rate-limits
https://help.sap.com/docs/leanix/ea/rate-limiting


In addition, nothing in the API Policy is intended to prohibit or interfere with any customer 
or third-party use that SAP is required to permit under applicable court order, stipulation, or 
other binding legal obligation. 

6. WHAT ARE THE BENEFITS OF THE API POLICY FOR CUSTOMERS?   

The API Policy is intended to provide a harmonized framework that helps ensure APIs are 
used as intended, protect platform stability and security, and supports scalable innovation 
as automation and AI usage increase. For customers and partners, this is expected to 
support: stability for existing landscapes, extensions and integrations that use 
published/documented APIs, clearer guardrails and guidance for scaling integrations, 
analytics, and AI securely and responsibly, equitable access through documented limits and 
controls designed to protect system health and ensure fair access. 

7. HOW DOES SAP’S API POLICY COMPARE TO INDUSTRY STANDARDS? 

SAP’s API Policy is intended to apply common API governance measures that are widely 
used across cloud and API ecosystems such as documented limits, technical controls, and 
API governance. Rate limiting, throttling, fair use policies, and API governance are standard 
across the software industry.  

8. WHAT KIND OF LIMITS WILL BE IMPOSED?   

SAP APIs may be subject to documented rate limits, throttling, or other technical and security 
controls, consistent with industry standards, and may be updated as permitted under the 
relevant agreements with SAP. These mechanisms are designed to protect system health 
and ensure fair access and are described in the applicable Documentation. 

9. WILL PRICING MODELS CHANGE FOR ACCESS VIA THE PRESCRIBED INTERFACES?    

SAP APIs remain available as documented, subject to limits and controls as set out in the 
documentation and/or in the license agreements. For clarification, the API Policy does not 
change contractual license grants, functional entitlements or licenses. 
As new pathways for large-scale data and agentic access evolve, so too will SAP’s 
technical options and commercial models. Customers and partners with any specific 
pricing-related questions should reach out to their SAP contact person. 

10. WILL EXISTING INTEGRATIONS OR EXTENSIONS BREAK?   

SAP does not expect existing integrations and extensions that use APIs for their 
documented purposes to be impacted. It is recommended, however, that customers 
validate their integrations against the relevant documentation and best practices for their 
specific use cases also available on SAP Discovery Center, SAP Architecture Center and 
SAP Business Accelerator Hub. Refer to the specific API documentation from individual 
product for understanding the applicable rate limits and other security controls.  
For automated checks, SAP’s Cloudification Repository–based ATC and Cloud Readiness 
checks already use a JSON classification to distinguish released from non‑released 

objects. SAP will extend this repository and the corresponding ATC logic with additional 
tags for explicitly prohibited APIs so that calls to those objects are automatically flagged in 
ATC and Cloud Readiness runs. In parallel, the S/4HANA Simplification Item Catalog and 

the /SDF/RC_START_CHECK report flag usage of obsolete, not‑supported, or removed 



objects; where a simplification item exists for a prohibited interface, it will show up there as 
a finding. 

11. WHAT KIND OF LIMITS WILL BE IMPOSED?   

SAP APIs may be subject to documented rate limits, throttling, or other technical and 
security controls, consistent with industry standards, and may be updated as permitted 
under the relevant agreements with SAP.   

These mechanisms are designed to protect system health and ensure fair access and are 
described in the applicable Documentation. Similar controls have been in place across 
SAP’s cloud portfolio. For example, SAP Ariba and SAP SuccessFactors Learning, SAP 
LeanIX APIs publicly describe request limits, burst handling, and protection mechanisms in 
their product documentation. 

Where new rate limits are introduced, they will generally be informed by observed usage 
patterns, such as 99th-percentile traffic levels, with the practice of setting thresholds above 
the vast majority of typical real-world usage so as not to not disrupt normal operations. 

For existing integrations, the intent is to not throttle or block traffic without prior 
engagement. If usage consistently exceeds a newly introduced limit, SAP will first make 
contact, review the use case, and work jointly on optimization or an alternative access 
pattern. New APIs may be introduced with documented rate limits from day one.  

12. WILL LIMITS APPLY TO OUTBOUND APIs?   

The API Policy governs inbound API use, meaning how external consumers access SAP-
provided services. Outbound interfaces, such as event-driven notifications or callbacks 
sent from SAP systems to external endpoints, are out of scope and may be governed 
separately under the relevant product documentation. 

13. WHAT SHOULD CUSTOMERS DO IF THEY NEED LARGE-SCALE DATA ACCESS? 

Customers and partners should use the access mechanisms and patterns documented on 
SAP Architecture Center and SAP product Documentation for their specific use case, 
distinguishing between APIs designed for integrations and other governed data access 
mechanisms intended for large scale analytics. 

14. DOES THE API POLICY APPLY WHEN CUSTOMERS USE THIRD-PARTY INTEGRATION TOOLS?  

Yes. The API Policy applies to API use regardless of the tooling used to call them, 
including scenarios where a customer uses SAP Integration Suite, API Management, or 
third-party integration middleware. All usage must comply with the API Policy, documented 
controls, and rate limits.  

15. HOW DOES THE API POLICY RELATE TO SAP INTEGRATION SUITE? 

APIs provided by Integration Suite 

The API Policy applies to SAP API use regardless of the tooling used to call them, 
including SAP Integration Suite, API Management, or third-party integration middleware.  

https://help.sap.com/docs/ariba-apis/help-for-sap-ariba-developer-portal/tracking-your-api-usage-to-avoid-exceeding-rate-limits
https://help.sap.com/docs/successfactors-platform/sap-successfactors-api-reference-guide-odata-v2/throttling-limits-for-learning-odata-apis
https://help.sap.com/docs/leanix/ea/rate-limiting


Note: The API policy does not apply to code generated by Customers for custom APIs 
created within the SAP Integration Suite. However, any use of APIs, for example 
with underlying calls those custom APIs make to SAP solution APIs via SAP Integration 
Suite must comply with the API Policy. 

SAP Integration Suite as Endorsed Pathway 

SAP Integration Suite is officially endorsed as a solution to connect with SAP business 
applications and implement integrations, offering customers a reliable and secure 
framework for integration. With features like traffic management, organizations can better 
manage API usage, helping avoid unexpected limits and alignment with the API Policy.  

Additionally, for customers implementing agentic AI interactions, SAP Integration Suite 
may be used as part of an architecture that introduces a governance layer (e.g., an MCP 
gateway) in front of Published SAP and Non-SAP APIs to help manage and govern 
agentic access providing a controlled and monitored entry point for AI agents.  

For endorsed architectures and guidance for AI/agentic scenarios, customers should refer 
to SAP’s published architecture guidance: 

• SAP Architecture Center AI Golden Path: 
https://architecture.learning.sap.com/docs/aigp  

• A2A and MCP for Interoperability: https://architecture.learning.sap.com/docs/ref-
arch/ca1d2a3e/1 

16. WILL SAP MONITOR CUSTOMERS' USAGE?   

SAP may monitor API usage such as request volumes, frequency, and patterns of use to 
support service reliability, identify non-compliance, and to take appropriate enforcement 
actions in accordance with the Documentation and applicable agreements. Any monitoring 
and related actions will be conducted in accordance with the relevant agreements with 
SAP, and applicable security requirements and privacy obligations.  

Our monitoring focuses on the metadata of the API request, not primarily on the business 
data payload inside it in line with the standard software industry best practices. This 
includes information typically found in HTTP access logs, such as request volumes, 
frequency, status codes, and response times. Analyzing this data allows our platform 
security services to identify behavioral patterns that could indicate misuse or risk system 
stability, without inspecting the content of your transactions. 

Where available, customers can review their own API usage information through the tools, 
dashboards, or reporting capabilities described in the applicable Documentation for the 
relevant SAP Cloud service. 

17. HOW WILL SAP IDENTIFY IF THE API CLIENT IS AN "AI SYSTEM"?   

SAP may monitor usage patterns, subject to applicable agreements, security requirements 
and privacy obligations to promote compliance. SAP identifies AI systems to protect 
against specific enterprise risks that arise from un-governed automation. This governance 
is necessary to ensure: 

https://architecture.learning.sap.com/docs/aigp
https://architecture.learning.sap.com/docs/ref-arch/ca1d2a3e/1
https://architecture.learning.sap.com/docs/ref-arch/ca1d2a3e/1


• System Stability: A single prompt to an un-governed AI can trigger thousands of 
API calls, creating unpredictable load that can slow down or disrupt the system for 
all users. 

• Data Security: Without proper identity and authorization, agents could potentially 
access or export sensitive data beyond their intended scope. 

• Data Integrity: An agent lacking full business context could accidentally write 
incorrect or nonsensical data back into your system. 

To manage these risks, our approach has two parts: 

1. Behavioral & Signature-Based Detection (For Unknown Traffic): Our platform's 
edge protection services such as CDN and API Gateways use a multi-layered 
approach to identify and mitigate threats from un-governed automation. Traffic that 
matches these suspicious profiles can be challenged, rate-limited, or blocked to 
protect system health. 

2. For endorsed AI agents: These must connect through our governed pathways 
where they are required to present a verifiable digital identity. This allows us to 
know exactly which system is making the call and enforce its specific permissions, 
creating a clear audit trail. 

18. HOW WILL SAP HANDLE MONITORING CONCERNS FROM CUSTOMERS WITH STRICT DATA 
PROTECTION REQUIREMENTS?   

Any monitoring and related actions will be conducted in accordance with customer 
agreements, applicable security requirements, and relevant privacy / data protection 
obligations. SAP’s monitoring is designed to identify non-compliance patterns, not to 
access customer business data.  

19. WILL CUSTOMERS BE CONTACTED OR PENALIZED IF USAGE EXCEEDS LIMITS?   

SAP’s approach prioritizes monitoring and dialogue. If usage exceeds stated rate limits, 
the intent is to align the appropriate access pattern. Depending on the circumstances and 
as permitted under the relevant agreements with SAP, SAP may apply technical 
safeguards (e.g., throttling or other controls). Should an integration be impacted by these 
safeguards, customers can engage SAP through their standard support channels to review 
the situation. 

20. WHEN SHOULD THE CUSTOMER CONTACT SAP TO DISCUSS LIMITS?   

If a customer consistently hits or exceeds limits, they should first check the product 
Documentation or Knowledge Base Articles/SAP Notes, for official limits and 
recommended patterns. After optimizing, if they still hit or exceed limits customers should 
reach out to SAP via a support ticket. 



21. WHAT TRANSITION PERIODS ARE AVAILABLE FOR CUSTOMERS AND PARTNERS WHOSE 
SOFTWARE USES UNAUTHORIZED INTERFACES?   

The API Policy itself does not change contractual license grants, functional entitlements or 
licenses. SAP’s approach prioritizes clarification, monitoring and dialogue while providing 
guidance in the light of technical evolution. Customers and partners may continue to use 
APIs in accordance with their agreement and the Documentation. Customers who are 
concerned about their current use of APIs may also explore alternatives for transfer of data 
to third-party applications as described in the Documentation. In case of any open 
questions, customers and partners should reach out to their SAP contact.  

22. THIS LOOKS LIKE A VENDOR LOCK-IN STRATEGY. WHAT ENDORSED ARCHITECTURES ARE 
AVAILABLE?   

The API Policy restricts ungoverned access to SAP-internal interfaces and uncontrolled 
agentic patterns that bypass controls. It does not restrict the use of non-SAP integration, 
AI, or data platforms, provided access occurs through Published SAP APIs and endorsed 

architectures and pathways, to help ensure such usage does not exceed documented 
controls, introduce security concerns, or compromise platform stability.   

• Third-party integration platforms:  Third-party integration middleware may be used 
with SAP, provided it accesses SAP systems in compliance with the applicable 
Documentation including the API Policy, and contractual terms. 

• Third-party AI platforms: Any AI platform can connect to SAP through endorsed 
architectures and pathways, such as A2A protocol via Joule and Agent Gateway. 
Published reference architectures for all major hyperscaler AI platforms are available 
on the SAP Architecture Center.  

• Third-party data platforms: Any analytics or data platform can receive SAP data 
products through BDC Connect and other endorsed and documented interfaces. 
Premium partnerships are available across major vendors including Databricks, 
Snowflake, Microsoft, Google, and AWS. Note that ODP-RFC, a legacy extraction 
interface, is not an endorsed integration pattern for non-SAP tooling (see SAP Note 
3255746). Customers currently using ODP-RFC via third-party platforms should 
contact their SAP account executive to discuss a migration path to supported 
alternatives. 

23. HOW DO WE DEFINITIVELY KNOW WHICH SAP APIs ARE ALLOWED TO BE USED TODAY?  

The following guidance may help customers and partners with their evaluation:  

• Any API listed on the SAP Business Accelerator Hub, SAP Help Portal for product 
documentation as well as dedicated product portals (e.g. Ariba APIs Portal, Concur 
Developer Center, Cloudification Repository) is supported and may be used within 

its documented API Controls. Additionally, any interface your organisation has built 
in the customer namespace, custom RFCs, BAPIs, function modules is customer-
owned code and the policy's restriction does not apply to them, provided that – in 
all other regards – their use is also consistent with and in accordance with the 

https://architecture.learning.sap.com/
https://me.sap.com/notes/3255746
https://me.sap.com/notes/3255746
https://help.sap.com/
https://developer.ariba.com/
https://developer.concur.com/
https://developer.concur.com/


applicable agreement and product Documentation, e.g.,  they are not used to 
circumvent API Controls.  

• SAP-internal API that are not listed on the SAP Business Accelerator Hub or in 
product documentation and whose use has been tolerated by SAP have always 
been used at the customer's own risk: they fall outside SAP's stability and support 
obligations. They could have always been changed or be removed without notice. 
The architectural recommendations are documented in the Clean Core Extensibility 
white paper. 

• SAP clearly designated an API as “Confidential and Proprietary”, or that an SAP 
Note or automated tooling like ABAP ATC Check flags as "not permitted," must not 
be used. For example, the SAP Note for ODP-RFC states “Any use of ODP-RFC by 
customer or third-party applications to access SAP ABAP applications that contain one of 
the following components (PI_BASIS, SAP BW, SAP BW/4HANA) that run on-premise or in 
private-cloud setup is prohibited”.  

Community blogs, forum posts and any other non-official SAP Documentation do not 
confer the status of a Published API to an API. Only official SAP Documentation and SAP 
Business Accelerator Hub entries confer that status. 

24. ARE EXISTING INTEGRATIONS OR TOOLS USING UNDOCUMENTED APIs SUDDENLY NON-
COMPLIANT?   

SAP does not retroactively invalidate existing integrations or tools that use APIs outside 
the Documentation as a policy enforcement action. Where SAP identifies a specific 
interface or usage pattern that presents a security risk to the platform or to customer data, 
SAP will provide advance notice and support customers in migrating to a documented 
alternative before taking any remediation action. For the vast majority of undocumented 
API usage, the situation is unchanged: those interfaces fall into the "at own risk" usage, 
meaning they can continue to be used but possibly without SAP stability or support 
guarantees.  

ODP-RFC is an example where SAP Note explicitly classifies it as not permitted for 
customer or partner use on any ABAP system. 

25. HOW CAN CUSTOMERS AND PARTNERS GET CERTAINTY BEFORE INVESTING FURTHER?  

Customers and partners can ground architectural decisions in the SAP-published 
reference materials and engage SAP through documented channels for case-specific 
guidance. 

Reference materials. SAP publishes reference architectures, patterns, and APIs through 
several authoritative sources, including: 

• SAP Help Portal for product documentation as well as dedicated product portals 
(e.g. Ariba APIs Portal, Concur Developer Center) 

• SAP Business Accelerator Hub for the authoritative Published API catalog 

https://www.sap.com/documents/2024/09/20aece06-d87e-0010-bca6-c68f7e60039b.html
https://help.sap.com/
https://developer.ariba.com/
https://developer.concur.com/
https://api.sap.com/


• SAP Architecture Center for end-to-end reference architectures, including the AI 
Golden Path and partner integration patterns 

• SAP Discovery Center for SAP BTP service documentation and use case missions 

SAP Architecture Center also maintains a broader community of practice where customers 
can engage with SAP via GitHub-based workflows to propose and co-develop missing 
reference architectures, including third-party integration patterns. 

26. HOW DOES THE API POLICY AFFECT THE RISE TRANSFORMATION JOURNEY? 

SAP honors and understands that customers have spent a large amount of effort on 
integrating their existing SAP ERP system with third party solutions in their on-premise 
landscape, including building custom data services, custom RFCs, and ABAP interfaces.  

The API Policy's restriction on non-published APIs leaves custom APIs built by customers 
in their own namespace for their own extensibility, integration, and migration purposes 
unaffected to the extent that they may use where allowed via Documentation or otherwise 
by SAP.  

The policy's restriction targets SAP's own internal or private APIs, or those with a similar 
designation or APIs bound to SAP-reserved clients. It does not reach into the Z 
namespace and condemn two decades of legitimate ABAP engineering, if the use of the 
API is otherwise in line with the Agreement and the Documentation.  

SAP’s Private Cloud customers are in a distinctly privileged position compared with much 
of the enterprise world, because they have long been able to build in their own namespace 
and to shape an environment they were to a large degree free to modify and extend, and 
that freedom is not being revoked. 

27. HOW ARE CUSTOM-DEVELOPED APIs IN SAP SYSTEMS AFFECTED BY THE API POLICY?   

Custom APIs that customers have built in their own SAP-system namespace, for their own 
extensibility, integration, and migration purposes, are considered “custom-developed” 
interfaces under the API Policy. This includes customer-namespace ABAP interfaces, 
customer OData services exposed through SAP Gateway, customer CDS views, and 
custom RFC modules.  

Clean Core is an architectural discipline, with recommendations for developing upgrade-
safe, modern, cloud-ready customer extensions. Importantly, Clean Core helps customers 
to reduce the cost and complexity of maintaining systems through upgrade cycles and to 
adopt innovations faster. SAP had made substantial investment in tooling, methodology, 
and clear guidance to support customers on this journey. 

While the custom interface itself is not per se prohibited, its compliant use under the API 
Policy is determined by the underlying SAP components it interacts with. Therefore, any 
calls made from the custom interface to SAP's own APIs must adhere to the same rules 
and restrictions outlined in the API Policy. 

It is not allowed to create custom APIs to circumvent the General or Specific API Controls 
of the API Policy, in particular, custom code must not create unreasonable load, stability, 

https://architecture.learning.sap.com/
https://discovery-center.cloud.sap/


or security risks on the SAP system, nor interact with interfaces or components labeled 
internal, private, or with a similar designation, such as Proprietary or Confidential. 
Furthermore, custom code must not create a pathway for use cases like unendorsed 
agentic AI interactions or mass data extraction, for which SAP provides specific, endorsed 
architectures. In Section 1.2 of the API Policy, the restriction on “non-published APIs” 
targets SAP's own internal, SAP-reserved interfaces that SAP has deliberately not 
published for external use, such as ODP-RFC.   

28. WHAT DOES "DOCUMENTED AND GOVERNED" MEAN FOR CUSTOM-DEVELOPED APIs IN 
PRACTICE?   

Governance for customer-developed APIs is owned by the customer within their own 
development and operations processes. SAP's enforcement model for the API Policy is 
pattern-based, focusing on usage patterns at the API traffic level, rather than enumeration-
based, requiring per-API review of potentially thousands of customer interfaces. 

In practice, customers maintain governance of their custom-developed APIs through: 

• Internal API inventory. A registry of custom APIs per system, capturing 
namespace, interface type (OData, RFC, CDS, REST, SOAP), purpose, owning 
team, and the recommendations of the Clean Core dependency level. 

• Clean Core classification. Each custom API classified by the level of its 
underlying SAP objects, using the ABAP Test Cockpit Cloud Readiness Check and 
the Cloudification Repository Viewer. 

• Standard development governance. Code review, ATC checks, test automation, 
and transport management applied to custom APIs in line with established SAP 
development practices. 

29. WHEN SAP TAKES OVER MY LANDSCAPE THROUGH RISE, WHAT IS THE PLAN TO RETROFIT 
OR REPLACE EXISTING INTEGRATIONS? 

The RISE with SAP scope covers infrastructure provisioning, system operation, and SAP 
S/4HANA Cloud Private Edition lifecycle management. Remediation of customer-built 
integrations that rely on non-published SAP APIs is not automatically included in the 
standard RISE scope and is the customer's responsibility unless specific contractual 
provisions are agreed. Customers entering or renewing RISE engagements should 
explicitly discuss integration remediation scope, timeline, and any commercial provisions 
with their SAP account team during contract negotiation rather than assuming they are 
included. 

30. HOW WILL SAP HELP ME UNDERSTAND MY NON-COMPLIANCE EXPOSURE? ARE THERE 
TOOLS THAT CAN HELP ME ASSESS THIS? 

The API Policy's purpose is to provide technical governance by promoting platform 
stability, security, and fair use, not to create a penalty model. Enforcement actions 
described in the policy are technical and operational, such as throttling or suspending 
access to a misused interface, and are typically preceded by dialogue. 

https://help.sap.com/docs/abap-cloud/abap-rap/abap-test-cockpit
https://help.sap.com/docs/abap-cloud/abap-cloud-development-tools/cloudification-repository-viewer


SAP's role is to help you identify and manage the underlying technical risk. We provide 
tools to help you assess this exposure: 

• ABAP Test Cockpit (ATC) with Cloud Readiness Check: Helps you identify 
dependencies on non-published SAP interfaces in your custom code. 

• SAP Integration Assessment: Helps you discover and analyze your overall 
integration landscape to identify high-risk patterns. 

To further support these efforts, SAP aims to provide additional tooling capabilities in the 
future that will assist in identifying usage patterns that may not be aligned with the API 
Policy. 

31. AM I STILL ALLOWED TO CREATE A CUSTOM API IF A DESIRED BUSINESS FUNCTION IS NOT 
COVERED BY A PUBLISHED API? 

Yes, creating a custom API is still allowed. It may interact with a non-published API, as set 
forth in question 23. In any case, it must not be used to circumvent the General or Specific 
API Controls of the API Policy under Section 2.2, or to circumvent provisions of the 
Agreement. 

32. THE API POLICY SEEMS TO REQUIRE ME TO REDESIGN MY ARCHITECTURE AND SHIFT TO SAP 
INTEGRATION SUITE AND SAP-MANAGED SERVICES. IS THAT CORRECT? 

The API Policy does not mandate adoption of SAP Integration Suite. SAP Integration Suite 
is one endorsed integration pattern but it is not the exclusive compliant option. 

The compliance criterion is the SAP API surface being used and the usage pattern, not the 
integration platform using the API itself. Customer landscapes using third-party iPaaS 
platforms, integration middleware, or custom integration tooling that consume SAP through 
Published APIs and within the General API Controls of Section 2.2 are aligned with the 
policy. Architectural redesign requirements arise specifically where current integration 
patterns depend on non-published SAP APIs or fall under the restrictions in Section 2.2.2 
(autonomous AI access, systematic large-scale extraction outside SAP Documentation 
and endorsed architectures). 

33. HOW DOES THE POLICY APPLY TO ADT-BASED ACCESS AND DEVELOPER TOOLING? 

ADT APIs are SAP internal APIs and may be used for development purposes through 
endorsed channels only. Endorsed channels include SAP-published Eclipse ABAP 
Development Tools (the primary supported client), abapGit (an endorsed tool for ABAP 
development), SAP-provided developer tools that leverage ADT APIs, CI/CD pipelines 
using SAP-published tooling, and custom developer utilities built on the documented 
Eclipse Java SDK for internal development automation such as code checks, build 
processes, and transport management. 

These APIs may not be misused for purposes outside their intended scope as a 
development tooling framework. Specifically, ADT APIs are not intended for programmatic 
reading of application tables or export of business data, SQL execution against SAP 
backend systems, business data integration or runtime orchestration, agentic AI workflows 
operating on business data, or substitution for business APIs.  

https://help.sap.com/docs/btp/sap-business-technology-platform/working-with-abapgit?locale=en-US


34. HOW DOES THE API POLICY RELATE TO AI AND AUTOMATION?   

The API Policy requires SAP endorsement for AI-driven, agentic, or automated access 
patterns to protect SAP solutions against use that exceeds documented controls, 
introduces security concerns, or compromises platform stability.  This requirement reflects 
the architectural reality that autonomous AI systems interact with transactional SAP APIs 
in fundamentally different ways from traditional integration tools. 

Volume and system unpredictability. A single user prompt to an AI orchestration 
harness can generate thousands of API calls against SAP endpoints, in patterns that the 
transactional request-response APIs were not designed to handle. Transactional APIs are 
designed for bounded, defined-purpose calls; AI orchestrators can produce call sequences 
that overwhelm these surfaces in ways human-driven integration does not. This often 
happens when an agent lacks business context (such as process state or user 
authorizations) and must explore the API landscape via trial-and-error to complete its task. 

Documented security risk. The MCP and AI agent ecosystem has documented security 
challenges that affect any consumer of community-built AI tooling. Independent research 
has found a significant proportion of MCP servers using static long-lived credentials with 
high exploit probability. Recent supply chain attacks including Mini Shai-Hulud (SAP Note 
3747787) compromised SAP-ecosystem npm packages directly. These risks are 
incompatible with the security posture customers expect from production SAP integration. 

SAP endorses agentic AI architectures and is actively co-developing them with many 
technology partners, e.g. as founding Gold member of the Agentic AI Foundation (AAIF) 
under the Linux Foundation. The API Policy restriction applies to uncontrolled, 
undocumented access patterns, not to agentic AI in general. Endorsed patterns are 
documented in the AI Golden Path and partner reference architectures on the SAP 
Architecture Center. These architectures are prioritized by customer demand and we invite 
customers and partners to work with us to validate and build their agentic AI architecture 
patterns. 

35. WHAT IS THE SAP-ENDORSED ARCHITECTURE FOR AGENTIC INTERACTION? 

SAP endorses two complementary and production-validated pathways for agentic AI 
access to SAP systems: 

• MCP Gateway on SAP Integration Suite: provides governed, controlled access for AI 
agents to the tools and services exposed through SAP's API landscape. It acts as a 
customer-managed entry point with proper authentication, authorization, rate limiting, 
and audit logging. External AI platforms can connect to SAP via this pathway. 

• Agent2Agent (A2A) Protocol: for multi-agent collaboration scenarios where an 
external AI orchestrator needs to delegate tasks to or receive results from SAP-
managed agents. A2A enables secure, standardized task delegation across agents 
from different vendors and systems. Reference architectures for connectivity from 
major hyperscaler AI platforms are published on the SAP Architecture Center. 

Reference architectures and implementation guidance can be found at: 

https://me.sap.com/notes/3747787
https://me.sap.com/notes/3747787
https://architecture.learning.sap.com/docs/aigp
https://architecture.learning.sap.com/
https://architecture.learning.sap.com/


• SAP Architecture Center AI Golden Path: 
https://architecture.learning.sap.com/docs/aigp 

36. OUR AI STRATEGY DEPENDS ON BROAD, FLEXIBLE DATA ACCESS AND CROSS-SYSTEM 
ORCHESTRATION. DO THE RESTRICTIONS ON AUTONOMOUS AI AGENTS MEAN WE MUST 
INVEST IN AN SAP-CONTROLLED AI ENVIRONMENT? 

No. The requirement is that autonomous and generative AI access to SAP routes through 
endorsed architectures, which are built on open, vendor-neutral protocols rather than on 
SAP-proprietary mechanisms. The policy addresses scenarios in which AI agent 
orchestrators or harnesses execute extensive sequences of calls to productive SAP APIs 
without passing through a governance layer. AI scenarios routed through the endorsed 
architectures, including Agent2Agent for agentic access and SAP Business Data Cloud 
and the Delta Sharing surface for analytical access, are supported across the major AI 
platforms and orchestration frameworks customers operate. 

For broad flexible data access: 

SAP Business Data Cloud supports the Delta Sharing open protocol, enabling data 
products to be consumed by any platform that implements the standard, including 
Databricks, Snowflake, Microsoft, Google, etc. 

For cross-system AI orchestration: 

• The Agent2Agent (A2A) protocol is an open standard governed under the Linux 
Foundation. Any AI orchestration framework implementing A2A can interoperate with 
SAP agents. The SAP Architecture Center publishes reference architectures 
demonstrating this interoperability across major AI platforms. 

• SAP AI Core and the SAP Generative AI Hub support multiple foundation models, 
including those from OpenAI, Anthropic, Google, and Amazon, alongside SAP-
developed models.   

These endorsed architectures are designed to deliver critical capabilities essential for 
enterprise-grade AI. For instance, they provide rich business context to prevent risky trial-
and-error exploration, leverage the SAP Knowledge Graph for accurate tool discovery and 
robust security with verifiable agent identities to prevent privilege escalation and protect 
against supply chain attacks. 

37. ARE CUSTOM AI AGENTS AND MCP SOLUTIONS ON BTP SUBJECT TO THE API POLICY? 

Yes, when they access SAP APIs. The API Policy applies to all API consumers regardless 
of where they run, including custom AI agents and MCP implementations deployed on 
SAP BTP. Any AI-driven, agentic, or automated access pattern must be aligned with SAP-
endorsed architectures and must not impose unreasonable load, create stability or security 
risks, or exceed documented API controls. 

SAP-managed and SAP-published MCP servers (for example, the CAP MCP Server, UI5 
MCP Server, and Fiori Elements MCP Server for developer tooling) are themselves 
endorsed. MCP Gateway on SAP Integration Suite MCP Gateway, which provides 
enterprise-grade governance, authentication, and audit capabilities is also an endorsed 

https://architecture.learning.sap.com/docs/aigp
https://www.sap.com/products/data-cloud.html
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path for managed MCP access to SAP endpoints subject to the compliance with the API 
Policy, in particular the scope of the Section 2.2.2. 

38. WHAT IS THE PROCESS FOR LARGE-SCALE DATA ACCESS? 

Large-scale data extraction and replication from SAP systems must use the access 
mechanisms and patterns documented in the SAP Architecture Center and applicable SAP 
product Documentation. The architectural distinction is between transactional API 
surfaces, which are designed for bounded operational integration, and analytical and 
replication surfaces, which are designed for bulk data movement. 

• SAP Business Data Cloud provides governed access to SAP data products through 
the Delta Sharing open protocol. BDC supports zero-copy access patterns when the 
consuming platform is co-located with BDC on the same hyperscaler and region, 
eliminating physical data movement for those scenarios. Published partner integrations 
include Databricks through the BDC and Databricks shared object store architecture, 
and additional platforms through Delta Sharing compatibility. 

• SAP Landscape Transformation Replication Server (SLT) provides supported real-
time replication into SAP BDC, customer-owned SAP HANA, and customer-owned 
target systems where the appropriate SLT license applies. SLT can be used by 
customers who require continuous replication patterns rather than the data-product 
consumption model BDC provides. SLTs documented use cases are permitted under 
the API Policy. Existing limits apply as documented for SLT. There are no new limits 
from API Policy. Refer to SAP Note 3475661 about SLT maintenance. 

• Analytical CDS Views provide a middle path for analytical consumption. Where 
customers need analytical access at a granularity below full-dataset replication, SAP 
publishes analytical CDS Views and OData V4 analytical services with appropriate 
query semantics including filtering, aggregation, and the $apply operator, documented 
in the SAP Business Accelerator Hub. 

39. IS SAP USING A2A AND MCP STANDARDS AND WHAT IS SAP'S POSITION ON THESE 
PROTOCOLS? 

SAP's position is that of a standards contributor, not a standards consumer, and the API 
Policy's agentic access requirements are designed around these open protocols precisely 
because SAP intends them to be the durable, industry-wide standard for enterprise AI 
agent interoperability. 

• Agent2Agent (A2A) Protocol 

SAP is a launch partner to the Agent2Agent (A2A) protocol, developed under the Linux 
Foundation alongside other major industry players. A2A is an open standard for 
secure, federated communication and task delegation between AI agents from different 
vendors and systems. Federated and vendor-neutral: A2A enables interoperability 
between SAP Joule and external agents without any party bypassing the other's 
security model.   

https://architecture.learning.sap.com/
https://delta.io/sharing/
https://api.sap.com/


Reference architectures demonstrating A2A-based interoperability between SAP and 
major technology partners are published at: 
https://architecture.learning.sap.com/docs/ref-arch/ca1d2a3e/1  

• Model Context Protocol (MCP) 

SAP holds Gold membership in the Agentic AI Foundation (AAIF) under the Linux 
Foundation, the body responsible for advancing and hardening the MCP protocol 
specification. AAIF members include major cloud and AI providers. SAP co-chairs the 
Agent Identity and Security workstream within AAIF, which is developing the 
authentication, authorization, and security specifications needed for MCP to be 
enterprise-deployable at scale. SAP extensively uses MCP internally within its own 
product architecture.  

For enterprise business process access by external AI agents, SAP endorses the MCP 
Gateway on SAP Integration Suite rather than direct community-built or customer-
operated MCP servers. This is because the current MCP protocol specification does 
not yet fully address the authentication, authorization, and security requirements of 
enterprise deployments at scale. SAP's involvement in AAIF is specifically aimed at 
resolving these gaps. When the protocol specifications are sufficiently hardened and 
community implementations meet enterprise security standards, SAP will expand 
endorsed integration pathways accordingly. 

40. ARE THIRD-PARTY RPA TOOLS (THAT INVOKE SAP APIS BUT DO NOT PERFORM 
AUTONOMOUS PLANNING OR REASONING) CONSIDERED A VIOLATION UNDER SECTION 
2.2.2? 

Rule-based RPA tools that execute pre-defined, deterministic API call sequences without 
autonomous reasoning, AI planning, or LLM-based decision-making, are not within the 
scope of Section 2.2.2. All third-party integrations, including RPA tools, remain subject to 
the broader API Policy terms. 

41. IS SAP EFFECTIVELY FORCING AI AND DATA ACCESS THROUGH BTP, BDC, OR JOULE? 

The API Policy positions SAP-endorsed architectures as the governance layer on the SAP 
side of the integration. The consuming AI platforms, orchestration frameworks, and 
analytical tools remain customer choice. 

Customers operate three distinct architectural choices independently: 

• Data access layer. For bulk and analytical access to SAP data, the SAP-side 
mechanism is SAP Business Data Cloud or APIs supported by SAP product 
documentation such as SLT and ODP-OData. The target platform consuming the 
data, whether it is a customer-owned lakehouse, for example on Databricks, 
Snowflake, Microsoft Fabric, Google BigQuery, or AWS, is customer choice.   

• AI orchestration platform. Any AI orchestration framework that implements the 
Agent2Agent protocol can interoperate with SAP-published agents. Joule and 
Joule Studio are SAP's own orchestration platform, and customers can use them 
where they fit the architectural intent, but they are not mandatory. SAP Is offering 

https://architecture.learning.sap.com/docs/ref-arch/ca1d2a3e/1


an Agent Gateway through which agentic orchestration and mediation will be 
available to third party agent platforms. 

• Integration platform. SAP Integration Suite is the SAP-published integration 
platform and is recommended where customers want a fully SAP-supported stack. 
Third-party iPaaS platforms and others are aligned with the API Policy when they 
consume SAP through Published APIs and within the General API Controls. 

The API Policy prescribes endorsed architectural patterns on the SAP side of the 
integration. The flexibility for customers to choose their AI platform, their analytical 
platform, and their integration tooling on the non-SAP side is preserved. 

42. WHICH APIS ARE AFFECTED? 

The scope of the API Policy is defined in its opening statement: it applies to all "application 
programming interfaces, extensions, and related data transmission interfaces made 
available as part of SAP solutions”. 

43. IS ACCESS VIA SAP INTEGRATION SUITE TO SAP APIS CONSIDERED AN “ENDORSED 
PATHWAY” (ESPECIALLY WHEN APIS ARE FORWARDED TO THIRD-PARTY SYSTEMS)? 

Yes, SAP Integration Suite is an endorsed and supported integration channel. For more 
details, see questions 15 and 32. 

44. IS THERE A COMMITTED ROADMAP TO DELIVER MISSING APIS (INCLUDING PRIORITIZATION, 
SLAS, AND REPLACEMENTS FOR DEPRECATED APIS)? 

Customer-desired API gaps can be raised via the SAP Customer Influence portal. 

45. HOW DOES SAP TECHNICALLY DETECT AI AGENTS (E.G., USER AGENT, BOT DETECTION, 
TRAFFIC PATTERNS), AND HOW ARE FALSE POSITIVES HANDLED? 

See question 17 for details on how SAP detects AI clients and how measures are applied. 
Should an integration be impacted by these protective measures, customers should 
engage SAP through their standard support channels to review specific situations. 

46. ARE THERE CLEARLY DEFINED BOUNDARIES OR GUIDELINES, PARTICULARLY REGARDING 
READ-ONLY ACCESS (E.G., SAP STANDARD CDS VIEWS OR FUNCTION MODULES) VERSUS 
WRITE ACCESS (E.G., BAPI CALLS EXPOSED VIA CUSTOM APIS), AND WHERE ARE THESE 
DEFINED? 

The intended use of a given interface is described in the corresponding product 
Documentation. Guidance on endorsed data access architectures is available on 
Architecture Center. Please see also questions 13 and 22 for further guidance. 



47. HOW ARE CHANGES TO APIS, DOCUMENTATION, AND "ENDORSED ARCHITECTURES" 
COMMUNICATED, ESPECIALLY WHEN THEY ARE CONTRACTUALLY RELEVANT OR IMPACT 
EXISTING INTEGRATIONS? 

Changes to APIs are communicated through standard product release notes and the SAP 
Business Accelerator Hub. Reference architectures are versioned and updated in the SAP 
Architecture Center. 

48. WHAT DOES “DOCUMENTED USE” MEAN IN PRACTICE? MUST A USE CASE EXACTLY MATCH 
THE DOCUMENTED SCENARIO, OR ARE DEVIATIONS ALLOWED (E.G., FOR MONITORING, 
TEST AUTOMATION, MIGRATION, OR OPERATIONS)? WHERE ARE THE BOUNDARIES 
DEFINED? 

“Documented Use” refers to using an API as described in the applicable SAP product 
Documentation. Unless explicitly stated otherwise in that Documentation, Section 2.1 of 
the API Policy applies. If there is any uncertainty, please reach out to your SAP contact. 

49. WILL THERE BE A BINDING DECISION MATRIX OR CONCRETE EXAMPLES TO ALLOW 
CUSTOMERS AND PARTNERS TO ASSESS, BEFORE STARTING A PROJECT, WHETHER AN 
INTEGRATION OR AUTOMATION APPROACH IS COMPLIANT AND FUTURE-PROOF? 

The SAP Architecture Center references endorsed architectures, and the AI Golden Path 
currently serves as the directional guidance for compliant integrations and automation 
patterns. See also questions 10, 23, 25. 

50. WHAT EXACTLY IS MEANT BY “PERMITTED BY DOCUMENTATION”? 

“Permitted by Documentation” refers to use cases explicitly described in SAP product-
specific Documentation, including the product-specific Help Portal pages, SAP Notes, and 
Configuration Guides. 

51. WHAT IS MEANT BY “OTHERWISE AUTHORIZED BY SAP”? WHAT ALTERNATIVE 
AUTHORIZATION PATHS EXIST? 

“Otherwise authorized by SAP” refers to alternative authorization paths beyond explicit 
Documentation, such as an SAP-endorsed reference architecture. See also questions 25 
and 26. 

52. WHAT IS THE IMPACT OF THE POLICY ON EXISTING AND SAP-CERTIFIED PARTNER 
SOLUTIONS? 

In general, the API Policy applies to all application programming interfaces, extensions, 
and related data transmission interfaces made available as part of SAP solutions that 
partner solutions connect to. The recently announced revised certification framework is 
fully aligned with the API Policy.  

For existing SAP-certified solutions, SAP will not revoke completed certifications due to 
API Policy. However, future certification renewals will be contingent upon adherence to the 
current Integration Certification guidelines, which are aligned with the API Policy and the 
endorsed architectures. SAP’s approach is to provide advance notice and support 
migration to documented alternatives. 



Any new certifications will adhere to the API Policy and the endorsed integration pathways 
at SAP Architecture Center. 

It is important to note that while Integration Certification ensures a partner product adheres 
to the API Policy during product development in a test environment, it does not guarantee 
compliance within a specific customer's live landscape. The customer is ultimately 
responsible for ensuring that all applications, including certified partner solutions, are used 
in a way that adheres to the API Policy rules. 

53. HOW DOES INTEGRATION CERTIFICATION ALIGN WITH API POLICY? DOES CERTIFICATION BY 
SAP MEAN THE PARTNER PRODUCT ADHERE TO SAP API POLICY? 

SAP integration and partner certification programs complement the API Policy. 
Certification validates a solution against the scope and criteria of a specific certification 
scenario but does not replace the requirement to comply with SAP API Documentation and 
the API Policy in all customer deployments.   

Integration Certification is available for the endorsed pathways and recommended 
architectures for partner solutions. Furthermore, Integration Certification considers the 
extensibility guidelines for Clean Core and BTP development guidelines.  
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